
->EC5DFAO5 D5L5A8O 6 
B5?4EF8 8ADBD@4F8BAAB9 
557BC4EABEF8
�O B55EC5G8645@ CB?AO9 F8>? GE?G7 4 BF DBD@8DB64A8O 
CBFD55ABEF8 8 CDB5>F8DB64A8O 4B 6A54D5A8O E CBE?54GNM8@ 
EBCDB6B645A85@ E8EF5@ ��. �4L CB4EB4 74D4AF8DG5F A5 FB?L>B 
DBD@4?LAB5 EBBF65FEF685 D57G?OFBD4@, AB 8 D54?LAGN 
8AF57D4F8N 557BC4EABEF8 6 587A5E-CDBF5EEO.



�F> <O F4><5? � >><?4=<< 
$�&�%
�4L4 @8EE8O 4 B55EC5G5A85 >B@C?5>EAB9 74M8M5AABEF8 
587A5E4 >?85AFB6 6 F8DDB6B9 ED545. �O EBG5F45@ 7?G5B>85 
M>EC5DFAO5 7A4A8O 6 B5?4EF8 74>BAB44F5?LEF64 8 compliance 6 
G4EF8 �� E E8?LAO@8 CDB5>FAO@8 >B@C5F5AF8O@8.

�O EA8645@ D8E>8, B55EC5G864O EBBF65FEF685 FD55B64A8O@ D57G?OFBDB6 (152-
$�, $%&-�, $%�, &� $$) 8 EFDB8@ MDD5>F86AO5 CDBF5EEO 557BC4EABEF8.



�4L< >?NG56O5 >B@C5F5AF<< 6 
B5?4EF< ��

�DE8F5>FGD4, @5FB4B?B78O 8 
EFD4F578O ��

'CD46?5A85 CDB5>F4@8 8 D8E>4@8

�BD@4F86AB5 EBBF65FEF685 
(Compliance)

�57BC4EA4O D47D45BF>4 
(DevSecOps)

%5F564O 557BC4EABEFL �A68A8D8A7 8 6A54D5A85 %��



->A?5@B874 =4L59 >><4=4O

�@E8B5>B>@ ��
 47D45BF>4 EFD4F5788, @B45?8 G7DB7 8 
A4DGL8F5?O, EBBF65FEF685 PCI DSS, 
��!", $!"-�, $!�. #CD46?5A85 
>B@C?5>EAO@8 CDB7D4@@4@8 ��.

�5=5465@ ?@>5>B>6
#CD46?5A85 EDB>4@8, 5N465FB@ 
(CAPEX/OPEX), D8E>4@8. �COF 
6A54D5A8O 548A8GAOE D5L5A89 8 
>DGCAOE 8ADD4EFDG>FGD.

�5B>4>?>7 ?> %��
 47D45BF>4 CB?8F8> 8 D57?4@5AFB6. 
�G48F A4 EBBF65FEF685 152-$�, 
�D8>474@ $!"-� 721, 31, 239, 
FD55B64A8O@ &�  $.

%?5F84?8AB ?> 557>?4A=>9 
@47@45>B>5 (DevSec)
�A54D5A85 SAST, DAST, SCA; 
GCD46?5A85 E5>D5F4@8; 557BC4EABEFL 
CI/CD 8 >BAF59A5DB6.

%?5F84?8AB ?> A5B56>9 
557>?4A=>AB8
�DB5>F8DB64A85 8 4G48F 74M8M5AAOE 
E5F59 (FW, VPN, E57@5AF4F8O), 
D4EE?54B64A85 8AF845AFB6.

�=65=5@-?@>5>B8@>6M8>
�DB6545A85 4G48FB6, D47D45BF>4 "�, 
"�,  � CB ��!". �A54D5A85 8 
44@8A8EFD8DB64A85 !��



�COF: �59E 4 
�DB876B4EF65AAO9 E5>FBD
�?85AF: �DGCA4O CDB876B4EF65AA4O >B@C4A8O

�DB5>F: �B45DA874F8O >D8CFB7D4D8G5E>B9 
74M8FO >4A4?B6 E6O78 (���%)

�B45DA874F8O ���! >BDCBD4F86AB9 E5F8 C5D544G8 44AAOE (�!��)

�B45DA874F8O ���! BEAB6AB7B F5AFD4 B5D45BF>8 44AAOE (�&��)

 4EL8D5A85 ���! A4 D575D6AO9 F5AFD B5D45BF>8 44AAOE ( &��)

$57G?LF4F: !B744A4 548A4O 74M8M5AA4O ED544 C5D544G8 44AAOE @564G 6E5@8 
C?BM44>4@8 >B@C4A88, B55EC5G5AB EBBF65FEF685 FD55B64A8O@ $!�.



�?OB: �5=A 4 $<=4=A>6O= 
A5>B>@
�?<5=B: �@C?=O= 54=>

�@>5>BO:

�4M8F4 BF �%�: %B744A85 8 D4EL8D5A85 E8EF5@O 74M8FO BF 
A5E4A>F8BA8DB64AAB7B 4BEFGC4 6 �&�� 8 $&��.

1.

�B65D5AA4O 747DG7>4 (��): �A54D5A85 8 D4EL8D5A85 E8EF5@O 4B65D5AAB9 
747DG7>8 A4 6E5E >D8F8GAOE E5D65D4E.

2.

'4BEFB65DONM89 F5AFD ('&): $4765DFO64A85 >BDCBD4F86AB7B 
G4BEFB65DONM57B F5AFD4.

3.

�4M8F4 CBGFO: �B45DA874F8O E8EF5@O 74M8FO CBGFO BF EC4@4 8 D8L8A74.4.

$57G?LF4F: �B@C?5>EAB5 CD86545A85 ��-8ADD4EFDG>FGDO 6 EBBF65FEF685 E 
FD55B64A8O@8 &� $$ (%F4A44DF �4A>4 $BEE88 %&� �$ ���%-1.0).



�COF: �5=E 4 &BC?<6AB-
MA5D75F<G5E><= >B@C?5>E
�?<5AF: �5DF54B5O64NM4O >B@C4A<O

�DB5>FO:

�AF868DGEA4O 74M8F4 (���): �B45DA874F8O 8 D4EL8D5A85 4AF868DGEAB9 
74M8FO A4 �&�� (6>?NG4O VDI) 8  &��.

1.

�BA8FBD8A7 EB5OF89 �� (SIEM): �B45DA874F8O 8 D4EL8D5A85 E8EF5@O 
@BA8FBD8A74 8 D5478DB64A8O A4 8AF845AFO.

2.

#CD46?5A85 GO768@BEFO@8 (##): �B45DA874F8O 8 D4EL8D5A85 E8EF5@O 
GCD46?5A8O GO768@BEFO@8.

3.

$57G?LF4F: �BEFDB5A85 EB6D5@5AAB7B 8 F5AFD4?87B64AAB7B F5EAB?B78G5E>B7B 
F8>?4 557BC4EABEF8, BF65G4NM57B FD55B64A8O@ $!"-�  BEE88.



�COF: �5=E 4 $<A4AEB6O= 
E5>FBD
�?<5AF: $<A4AEB64O >B@C4A<O

�DB5>FO:

�D74A874F8O L8DDB64A8O DCI: 6A54D5A85 L8DDB64A8O A4 GDB6A5 L1, 
D54?87B64AAB7B A4 BF5G5EF65AAB@ B5BDG4B64A88.

1.

�A54D5A85 %��� 4?O %��: 6A54D5A85 >D8CFBL?N7B6 BF5G5EF65AAB7B 
65A4BD4 4?O 74M8FO C5D544G8 FD4DD8>4 CB �%�� �4>47G8>4 8 C5D56B4 
�%�� A4 A8E.

2.

$57G?LF4F: �B@C?5>EAB5 CD86545A85 ��-8ADD4EFDG>FGDO %�� 6 EBBF65FEF685 E 
FD55B64A8O@8 152 $�.



�COF: �59E 4 
�DB876B4EF65AAO9 E5>FBD
�?85AF: �DB876B4EF65AA4O >B@C4A8O

�DB5>FO:

�G48F 8ADD4EFDG>FGDO ��: EB744AO BFG5F CB B5E?54B64A8N E 
D5>B@5A44F8O@8 CB GEFD4A5A8N CDB5?55@, D47D45BF4AO @B45?L 
A4DGL8F5?O 8 @B45?L G7DB7, 4BDB6A4O >4DF4.

1.

�@CBDFB74@5M5A85 endpoint protection: CDB876545A4 74@5A4 ��, E 
B55EC5G5A85@ ML5?BA8DB64AAB9 74M8FO, A4 DBEE89E>85 D5L5A8O E 
@87D4F859 6E5E A5B5EB48@OE CB?8F8>.

2.

�@CBDFB74@5M5A85 PKI: CDB876545A4 74@5A4 E8EF5@O G4BEFB65DONM57B 
F5AFD4 A4 DBEE89E>B5 D5L5A85.

3.

$57G?LF4F: �B �4>47G8>4 4B6545A4, >B@C?5>EAB, F5>GM4O E8FG4F8O E �� 
8ADD4EFDG>FGDB9, CD54?B65A C?4A @5DBCD8OF89 CB @B45DA874F88, A4G4FB 
8@CBDFB74@5M5A85 8ECB?L7G5@OE D5L5A89.



�4L< B5E=>?>7<G5A><5 ?4@B=5@O < AB5><
1

�57>?4A=>ABL @47@45>B>8:

SonarQube

Checkmarx

Burp Suite, Snyk

HashiCorp Vault

GitLab Actions, Secrets Detection,

IaC Scanning, DAST

2

%5B564O 557>?4A=>ABL:

PTAF

Fortinet

Check Point

Usergate

�>=F<=5=F

3

�4M8B4 44==OE (DLP):

InfoWatch Traffic Monitor

DeviceLock

Symantec

Zecurion

4

%���:

ViPNet

�@<?F>�@>

S-terra

Huawei

5

Endpoint security:

Kaspersky AV

Dr WEB AV

Symantec AV

6

�>=8B>@8=7 8 >5=4@C65=85:

MaxPatrol SIEM

Positive Technologies MaxVision

Jet SIEM

Kaspersky EDR



�>G5<G 6O5<D4NF  �&�%?

�?G5B>85 M>EC5DFAO5 7A4A8O
� B5?4EF8 ABD@4F86AOE FD55B64A89

�DB65D5AAO9 BCOF
 54?874F88 >B@C?5>EAOE CDB5>FB6 CB4 
>?NG

%8?LA4O >B@4A44

! CB>DOF85@ 6E5E >?NG56OE DB?59 6 ��

�BA8@4A85 587A5E-CDBF5EEB6

� D47?8GAOE BFD4E?OE ($8AF5E, "-�, 
�DB@OL?5AABEFL)

&5EAB?B78G5E>89 A59FD4?8F5F
�B458D45@ D5L5A8O, 8EEB4O 87 7444G 
�4>47G8>4



Next Steps / �>=F4>FO

�5EG48@ 64L8 7444G8 8 CBEFDB8@ 4BDB6AGN >4DFG 6A54D5A8O D5L5A89 ��, 
EBBF65FEF6GNM8E 64L59 �&-EFD4F5788 8 FD55B64A8O@ D57G?OFBDB6.

�>=F4>F=>5 ?<F>: �BDBL5A>B �?5>E59 �?5>E5568G

�>?6=>EFL: �8D5>FBD CDB5>FAB7B BD8E4

Alexey.Doroshenko@rdtex.ru

mailto:Alexey.Doroshenko@rdtex.ru

