POTEX &z,

JKCNepTHbIE pelweHna B
o6nacTn nHpopMauMoHHOMN
6e30nacHoOCTH

Mbl o6ecneymBaeM NONHbIN LUNKA yCnyr — OT (POPMMPOBAHUS
NOTPEBbHOCTM N MPOEKTUPOBAHUSA A0 BHEAPEHUSA C MOCNEeayoLWmM
conpoBoxkaeHuem cuctem MbB. Haw nogxopn rapaHTUPYET He TONbKO
thopManbHoe COOTBETCTBUE PErynaTopaM, HO 1N peanbHyto

MHTErpaunto 6e3onacHoOCTU B 6l/I3HeC-l"IpOLI,eCCbI.




POTEX

KTo Mbl Takmne? O koMnaHuu
POTEX

Hawa Munccna — obecneyeHme KOMNAEKCHON 3alULWLEHHOCTH

bu3Heca KNMeHTOoB B UMdpoBow cpeae. Mbl coueTtaeM rnybokue
3KCMepTHble 3HaHMA B 061acTn 3akoHoaaTenbcTBa U compliance B

yactn b ¢ cunbHbIMUK MPOEKTHbIMMN KOMNETEHUNAMMN.

Mbl CHM>KaeM pucKn, obecnednBas COOTBETCTBME TpeboBaHMAM perynatopos (152-
D3, OCTIK, OCB, LUE PD) 1 ctponM achdheKTMBHbIE Npouecchbl 6e30MacHOCTH.




Hawwn knoueBble KOMNeTEHUNU B

o6nactn b

ApxuteKkTypa, MeTOQO0NOIMUA U
ctpateruna b

L

HopmaTtuBHOe cooTBeTCcTBUE
(Compliance)

&5

CeteBafa 6e30nacHOCTb

a\lj

YnpaBneHue npoeKkTaMn U puckamu

(o

BesonacHada pa3spaboTka
(DevSecOps)

ke

Nu>xuHnpunr n sBHegperne C3U




JKCcNnepTn3a Hallew

Apxutektop b

PaspaboTka cTpaTernum, Mogenm yrpos u
HapywuTens, cootBetcTeme PCl DSS,
FOCT, ®CT3IK, OCBE. YnpasneHue
KOMMJ/IeKCHbIMK nporpamMmmMamu Ub.

Cneuunanuct no 6esonacHou
pa3pabotke (DevSec)

BHegpenne SAST, DAST, SCA,;
ynpaBneHue cekpetaMm; 6e30nacHoCTb

Cl/CD v KoHTelHepoB.

KoMaHAbl

MeHep)kep npoekToB

YnpaBneHue cpokamu, 61oaxKeTom
(CAPEX/OPEX), puckamu. OnbIT
BHEAPEHUS eANHUYHbIX PeLleHnin n

KPYMHbIX MHDPACTPYKTYP.

CneuunanucT no ceteBou
6e3onacHOCTH

[NpoeKTMpOBaHME N ayAUT 3aLUNLLEHHbBIX
ceten (FW, VPN, cermeHTauus),

paccnenoBaHMe UHLWOEHTOB.

POTEX

Metoponor no C3U

Pa3paboTka NoOANTUK 1 PernaMeHToB.
AyouT Ha cooTBeTcTBME 152-D3,
Mpukasam OCTIOK N221, 31, 239,
TpeboBaHuam LIB PO.

NH>XeHep-npoeKTUpoBLUUNK

NpoBeneHne ayanTos, paspaboTka T3,
T, PO no TOCT. BHegpeHue u

agMuHuUcTpupoaHue C311



POTEX

OnbiT: Kenc —
NMponsBoacTBEHHbLIN CEKTOP

KnuneHnT: KpynHaa nponsBoacTBeHHas KOMNaHUA

MpoekT: MogepHusauna kpuntorpadunueckomn
3awmnTbl KaHanos cea3n (K3KC)

e MopepHunzauma K3KC koprnopaTtmBHoOi ceTn nepenayn gaHHbix (KCIMO)
e MopepHusauma K3KC ocHoBHOro ueHTpa 06paboTkm gaHHbIx (OLLO/)

¢ Pacwupenne K3KC Ha pe3epBHbI LeHTp 06paboTkm gaHHbIx (PLLOL)

Pe3yanaT: Co3,uaHa eaAnNHada 3alneHHada cpefa nepenayvyn gaHHbIX MeXXay BCeEMU

naouiagKkamMmnm KomnaHuu, obecneyeHo cootsetcTene TpebosaHnam OCB.




POTEX

OnbiT: Kennc — ®uHaHcoBbIN
ceKkTop

KnuneHT: KpynHbivi 6aHK

|

Ii

=2 i gl MpoekTbi:

iih\ | & w OIS B : 1. 1. 3awwmTta ot HC: Co3pgaHuve 1 paclinMpeHme CUCTEMbI 3alMUTbl OT
1 rrﬂl'il' i b - : HecaHKUMoHNpoBaHHoro goctyna 8 OLLOA v PLLO/.

2. [oepeHHas 3arpys3ka ([13): BHegpeHue 1 paclumpeHmne cMcTeMbl OBEPEHHON

3arpy3knm Ha BCeEX KPUTUYHbLIX CepBepax.

3. YpoctoBepsawowmnii ueHTp (YL): PasBepTbiBaHMe KOPNOpPaTUBHOIO

yaoctoBepArowero ueHTpa.

4. 3aLLl,l/ITa MoYyTbl: MO,D.epHVI3aLI,l/I‘F| CNCTEMDbI 3alLMTbl NOYTbl OT CNaMa n dJI/ILLIl/IHI'a.

PesynbtaTt: KomnnekcHoe npueeaeHne NB-nHgppacTpyKTypbl B COOTBETCTBME C
TpeboBaHmnamu LIb P® (CtanpapT BaHka Poccum CTO BP MBBC-1.0).




POTEX

OnbiT: Kennc — TonnueHoO-
3HepreTuvYecKnMm KoMnneKc

KnuneHnT: HecdbTepobbiBalowaa komnaHmna

MpoekTbl:

1. AHTuBMpycHasa 3awmTa (AB3): MogepHM3aumsa 1 paclumpeHme aHTUBUPYCHOM
3awmTbl Ha OO/ (Bkntoyas VDI) n PLO/L.

2. MoHuTopuHr cobbitnin B (SIEM): MogepHmnsaumsa n paclwmpeHme cUcTeMbl

MOHUTOPWHIa N pearnpoBaHnAa Ha MHUWAOEHTDbI.

3. YnpasneHue yassumoctamu (YY): MogepHusauma v paclumpeHmne cucTemMbl

ynpaBieHna ya3sBMMOCTAMN.

Pe3yanaT: HOCTDOGHMG COBPEMEHHOIO N LEHTPAIM3OBAHHOIO TEXHO/1OMNMYECKOIro

uMkna 6esonacHocTu, oTBevatollero TpebosaHmam GCTIK Poccum.




POTEX

OnbiT: Kennc — ®uHaHcoBbIN
ceKkTop

KnuenT: ®nHaHcoBaa KoMnaHuA

MpoekTbl:

1. Opranuzsaums wndgposanmsa DCl: BHegpeHue wmndpoBaHMa Ha ypoBHe L1,

peann3oBaHHOIO Ha oTe4YeCTBEHHOM O60py,EI,OBaHMVI.

2. BueppeHune CK3W gna CINAO: BHegpeHMe KPUNTOLLIO30B 0TeYeCTBEHHOro
BeHAopa Ana 3awmnTthl nepegaym Tpaddurka no KCI 3akasunka v nepeson
KCIMAd Ha Hux.

PesynbraT: KomnnekcHoe npueepneHne Nb-mndpactpyktypbl CIN B cooTBeTCTBME C

TpeboBaHusamn 152 O3.




POTEX

OnbiT: Kenc —
NMpounsBoacTBEHHbLIN CEKTOP

KnueHT: npOM3BOD,CTBeHHa$I KoMnaHuna

MpoekTbi:

1. Ayput nHdpactpyktypbl MIb: co3gaHbl oTyeT No ob6cnenoBaHmio €
pPEeKOMeHAAUMAMM NO YCTPaHEHUIO NpobneeM, pa3paboTaHbl MOgenb

HapyLwMTeNnsa 1 Moaenb yrpos, 4OPOXKHaA KapTa.

2. VMnopTo3amelleHne endpoint protection: nponsseneHa 3ameHa AB, ¢
obecneyeHmeM 3WENTOHMPOBAHHOM 3aWMTbl, HA POCCUINCKME peLleHmns C

MUrpaLner Bcex HeobXoanMbIX NOTUTUK.

3. MMnopTtosameuleHmne PKl: nponsBeaeHa 3aMeHa CUCTEMbI YO0CTOBEPAOLLEro

LEeHTpa Ha poccuiickoe pelueHue.

PesynbtaT: [lo 3akasuunKka goBeaeHa, KOMMNEKCHO, Tekyuwasa cutyaumsa ¢ Vb
MHPPaCTPYKTYPON, NPEANOKEH NSIaH MEPONPUATUIA N0 MOAEPHMU3ALMN, HAYaTo

nmMnopTo3aMelleHNne NCNOoNb3yeMblX peUJeHMVI.




POTEX

Hawwn TexHONoOrnyeckune NapTHeEPbI N CTEKU

Be3onacHocTb pa3paboTku:

SonarQube
Checkmarx
Burp Suite, Snyk
HashiCorp Vault

GitLab Actions, Secrets Detection,

laC Scanning, DAST

CK3U:

ViPNet
Kpuntollpo
S-terra

Huawei

CeTeBaf 6e30nacHOCTb:

o PTAF

Fortinet

Check Point

Usergate

o KOHTUHEHT

Endpoint security:

e Kaspersky AV
e DrWEB AV
e Symantec AV

3

3awwuTa paHHbIX (DLP):

InfoWatch Traffic Monitor

DevicelLock

Symantec

e Zecurion

6

MOHUTOPUHI U 06HapYy>KeHuUe:
e MaxPatrol SIEM

e Positive Technologies MaxVision

e JetSIEM

e Kaspersky EDR



NMouemy BbIBUpatoT POATEX?

My6okune akcnepTHble 3HaHUA

B o6nact HopMaTuBHbIX TpeboBaHMM

CunbHan KOMaHAa

C nokpbITneM Bcex KntouveBbix ponen B b

TexHONOruYecKkMn HeuTpanuTeT

Monbupaem pelieHna, ncxoasa U3 3aaay

3aKa3uyumka

NMpoBepeHHbIN oNbIT

Peanunsaunm KOMNAeKCHbIX MPOEKTOB NoAa

KoY

NMoHuMaHne 6uU3Hec-npoueccos

B pa3nuuHbix oTpacnax (OuHtex, TIK,

MpOoMBbILWNEHHOCTb)




POT

EX

Next Steps / KoHTaKTb!

PA3YMHbIE
LENOBbIE
TEXHONOMMun

O6cynum BallM 33434 U MOCTPOUM A0POXKHYIO KapTy BHeApeHna peweHnin b,

COOTBETCTBYOWMNX Bawen NT-cTpaTterum n TpeboBaHMAM perynaTopos.

KoHTakTHoe nuuo: [opoweHko Anekcen AnexkceeBny

HonxHocTb: [InpekTop NpoeKTHOro oduca

Alexey.Doroshenko@rdtex.ru
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